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Our achievements in the policy making of the NIS2 Directive. 

Privacy by design.
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Privacy by Design & Strong Data Protection in the 

context of Cybersecurity 1/2 

Higher levels of cybersecurity may require the processing of personal data. 

Clarification of the legal basis under GDPR as necessary for compliance 

with the legal obligation and the legitimate interests of essential and 

important entities for the processing of personal data is critical to ensure 

that privacy protections are embedded in cybersecurity. 

 Integration of the ePrivacy Directive in the scope of NIS2 increases the 

protection for the fundamental rights and freedoms of individuals. 

Electronic communications providers using cybersecurity controls most 

likely involve the processing of personal data and electronic 

communications data, including traffic data.
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Privacy by Design & Strong Data Protection in the 

context of Cybersecurity 2/2 

Our achievement to explicitly clarify the legal basis of GDPR and include 

the ePrivacy Directive in the scope of NIS2 reinforces our Group’s priority 

to defend privacy and data protection. 

We achieved to strengthen the language on the use of encryption and 

prevent any efforts to weaken end-to-end encryption is included in the 

final text, highlighting our priority to close any possible loopholes and 

ensure effective data protection. 

Our proposal to include multi-factor authentication, secured voice, video 

and text communications and emergency communications systems is 

included in the list of risk management measures for entities. 

We proposed to include the European Data Protection Board (EDPB) as a 

relevant stakeholder to be invited to participate in the Cooperation 

Group is included in the compromise text.  
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Cybersecurity Capabilities 
& Modern Strategies Fit for the Future 

02

In the face of emerging threats and modern attacks, 

Member States and competent authorities must 

build future-proof strategies and capabilities 

by integrating innovative technologies and processes.

01

We achieved Member States to integrate AI 

technology, open-source applications and cyber-hygiene 

practices in their national cybersecurity strategies 

is a major step towards modernising the culture 

of cybersecurity across the EU. 

We achieved to elevate the technical capabilities of CSIRTs such as 

real-time network monitoring, the ability to analyse and reverse engineer 

cyber threats and conduct complex data analysis, builds competent authorities 

capable to assist businesses and governments in preventing and defending 

against emerging threats and modern cyber-attacks. 

04
Our achievements will help develop a more active cybersecurity culture 

based on modern capabilities and stronger authorities. 
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A stronger ENISA 
at the heart of Cyber Europe

ENISA is tasked with maintaining a European vulnerability 

database, providing guidance on national cybersecurity strategies, 

supporting the cooperation of CSIRTs, and providing guidance on 

certification. 

We achieved to extend the tasks of ENISA to monitor cyber 

hygiene levels across the Union, fostering alignment with 

international cybersecurity standards, streamline the format of 

incident reporting, and establishing an infrastructure for secure 

information exchange, elevates the responsibilities of ENISA and 

puts the agency at the heart of Cyber Europe. 

Our ambition is to increase the role of ENISA in the EU comes with 

proposals to support the agency in increasing its resources to 

satisfy any higher standard resulting from its enhanced role. We 

contributed to the proposal calls for ENISA’s budget to be 

increased, both financially as well as its human resources, and for 

the agency to be given more flexibility in the way it allocates 

resources internally in order to achieve the demanding tasks and 

activities under the new Directive. 
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Cybersecurity Capacity Building & Training

Cybersecurity is a journey, and the evolving nature and scope of threats and cyber-attacks 

requires continuous learning and improvement for both the authorities and the entities in 

the EU. 

We achieved CSIRTs to ensure appropriate training frameworks of their staff and have 

appropriate codes of conduct ensures trustworthiness of operations and strengthens the 

culture of improvement for competent authorities. 

We achieved to extend specific cybersecurity training to all employees of essential and 

important entities, on a regular basis, will enable the development of sufficient 

knowledge and skills in order to assess cybersecurity risks and management practices for 

all. 

We achieved to promote the transfer of technology and related cybersecurity tools, 

methods and processes through the CSIRTs network and the Peer-Reviews enables mature 

authorities to assist authorities in other Member States in building cybersecurity capacity.  

Our achievements build a collective approach to capacity building and the sharing of 

cybersecurity technologies and extends regular cybersecurity training to all employees in 

entities, not only the management body. 
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Retraining 
and reskilling 

SMEs face specific cybersecurity challenges such as low 

cyber-awareness, a lack of remote IT security, the high cost 

of cybersecurity solutions and an increased level of threat. 

We achieved Member States to integrate policies for SMEs, 

addressing their specific needs, including guidelines 

addressing supply chain challenges faced in their national 

cybersecurity strategies. 

We achieved ENISA’s state of cybersecurity in the Union 

report to emphasise the general level of cybersecurity 

awareness and hygiene amongst citizens and entities, 

including SMEs. 

SMEs Support & structured cooperation 

with the private sector 1/2
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Retraining 
and reskilling 

We achieved to promote the adoption and sustainable use of 

open-source cybersecurity tools which are important for 

SMEs facing significant costs for implementation. 

We achieved to support and promote the establishment of 

cybersecurity PPPs in the field of cybersecurity can 

leverage the expertise of private sector entities to support 

Member States’ authorities in developing state-of-the art 

services and processes. 

The combination of our achievements together with a 

cybersecurity single point of contact for SMEs addresses 

challenges such as low cyber-awareness, a lack of remote IT 

security, the high cost of cybersecurity solutions and an 

increased level of threat faced by SMEs.

SMEs Support & structured cooperation 

with the private sector 2/2
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Swift Reporting 
to Stop the Spread of Incidents 1/2

Eva Kaili, MEP

We call the Commission to propose a framework that penalises 

perception manipulation practices when personalised content or news 

feeds lead to negative feelings and distortion of the perception of reality 

that might lead to negative consequences (for example, election 

outcomes, or distorted perceptions on social matters such as migration).

We achieved to harmonise reporting timeline for all entities, which will 

report significant incidents affecting the availability of services within 

24 hours and the underlying data within 72 hours 

and 

to maintain the provision of entities informing the recipients of a service 

of protective measures or remedies to be taken in the event of an 

incident or a known risk to an entity. 
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Swift Reporting 
to Stop the Spread of Incidents 2/2

We achieved to task ENISA and the Cooperation Group with developing 

common notification templates to enable a harmonised approach to 

reporting of significant incidents 

As well as to use of delegated acts to specify the type of information to be 

submitted to authorities on incidents, and to further define the 

significance of an incident. 

The combination of our achievements enables a swifter and more 

harmonised approach to incident reporting while providing entities 

with more legal clarity and strengthening the voice of the European 

Parliament.
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Managerial Accountability 
& Review of Scope 

for Large Online Platforms 1/2

The supervision of entities is the most important 

aspect of the success of enforcing NIS2. 

In order for cybersecurity to be taken seriously, it 

has to be part of the discussions in the boardroom. 

We achieved to maintain the provision - as a last 

resort - of a temporary ban against chief 

executive officer or legal representative from 

exercising managerial functions in case of 

persistent non-compliance to hold managers 

accountable for elevating the cybersecurity of 

entities.
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We achieved to propose under the review mechanism of 

the Directive the re-designation of Digital Service 

Providers (social networks, online marketplaces, search 

engines) that are designated as very large online 

platforms under the DSA, or gatekeepers under the DMA, 

as essential rather than important entities creating a 

more demanding supervision framework for 

cybersecurity measures and reporting obligations. 

Platforms such as Facebook or Amazon hold an immense 

amount of personal data and these entities shall be 

considered essential if they are designated accordingly 

under the DSA and the DMA. 

Managerial Accountability 
& Review of Scope 
for Large Online Platforms 2/2
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Privacy by design.
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